TSL Scheme Information

TSL1d

TSLTag

TSL Version Identifier
TSL Sequence Number
TSL Type

Scheme Operator Name

Name [ en
Name [ fr
PostalAddress
Street Address [ en
Locality [ en
Postal Code [ en
Country Name [ en
PostalAddress
Street Address [ fr
Locality [ fr
Postal Code [ fr
Country Name [ fr
ElectronicAddress
URI [ en
URI [ en
URI [ fr
URI [ fr

Scheme Name

Name [ en ]

Name [ fr ]

— e

— e

TLMC-0001
http://uri.etsi.org/19612/TSLTag
5

2

http://uri.etsi.org/TrstSve/TrustedList/ TSL Type/MClist

Monaco Cyber Security Agency
Agence Monégasque de Sécurité Numérique (AMSN)

24, rue du gabian
MONACO

98 000

MC

24, rue du gabian
MONACO

98 000

MC

mailto:amsn_contact@gouv.mc
https://amsn.gouv.mc

mailto:amsn_contact@gouv.mc
https://amsn.gouv.mc

MC:EN_RGSP - Trusted list including information related to the qualified
trust service providers which are supervised by the issuing State, as well
as information related to the qualified trust services they provide, in
accordance with the provisions laid down in the general security reference
system of the Principality annexed to Ministerial Order No. 2020-461 of 6
July 2020 implementing Article 13 of Sovereign Ordinance No. 8.099 of
16 June 2020 setting the conditions for the application of Law No. 1.383
of August 2, 2011 for a digital Principality, amended, related to trust
services.

MC:RGSP - Liste de confiance comprenant des informations relatives aux
prestataires de services de confiance qualifiés qui sont contrélés par 1'Etat
émetteur, ainsi que les informations relatives aux services de confiance
qualifiés qu'ils fournissent, conformément aux dispositions établies par le
référentiel général de sécurité de la Principauté annexé a I'Arrété
Ministériel n° 2020-461 du 6 juillet 2020 portant application de 1'article 13
de I'Ordonnance Souveraine n° 8.099 du 16 juin 2020 fixant les conditions
d'application de la loi n° 1.383 du 2 aott 2011 pour une Principauté
numérique, modifiée, relative aux services de confiance.



Scheme Information URI

URI [ en
URI [ fr

Status Determination Approach

Scheme Type Community Rules

URI [ en
Scheme Territory
Policy Or Legal Notice
TSL Legal Notice [ en
TSL Legal Notice [ fr

Historical Information Period
List Issue Date Time

Next Update
date Time

Distribution Points

URI

] https://amsn.gouv.mc
] https://amsn.gouv.mc

http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/MCdetermination

] https://amsn.gouv.mc/Services-de-confiance/schemerules/rgsp

MC

] The applicable legal framework for the present trusted list is Ministerial
Order No. 2018-634 of July 2, 2018.

] Le cadre juridique applicable a la présente liste de confiance est I'Arrété
Ministériel n® 2018-634 du 2 juillet 2018.

65535

September 08, 2023 07:00:00 Z

March 07, 2024 07:00:00 Z

https://icn.amsn.mc/Services-de-confiance/tl-mc.xml



1 - TSP : Mairie de MONACO

1.1 - TSP Information

TSP Name
Name [ en ] Mairie de MONACO
Name [ fr ] Mairie de MONACO
TSP Trade Name
Name [ en ] NTRMC-20A00002
Name [ fr ] NTRMC-20A00002
Name [ en ] MAIRIE
Name [ fr ] MAIRIE
TSP Address
PostalAddress [ en ]
Street Address Place de la Mairie
Locality MONACO
Postal Code 98 000
Country Name MC
PostalAddress [ fr ]
Street Address Place de la Mairie
Locality MONACO
Postal Code 98 000
Country Name MC
ElectronicAddress
URI [ en ] https://www.mairie.mc
URI [ en ] mailto:nationalite@gouv.mc
URI [ fr ] https://www.mairie.mc
URI [ fr ] mailto:nationalite@gouv.mc
TSP Information URI
URI [ en ] https://mconnect.gouv.mc/en/regulatory-information/registration-authorities/town-

hall

URI [ fr ] https://mconnect.gouv.mc/mairie



1.2 - TSP Services
1.2.1 - Generalities

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svetype/ CA/QC

Name [ en ] AC MAIRIE
Name [ fr ] AC MAIRIE
Service Digital Identity
Digital Id X509 Certificate  =—-——- BEGIN CERTIFICATE-----

Digital Id Details
Version

Serial Number

MIIGhDCCBGYygAwWIBAgIQTA8+nc/9KfojIUDQpazDtTANBgkghkiGOwOBAQSFADB3
MSgwJgYDVQQDDBIBQYBSQUNJTkUgUFJJITKNJUEFVVEUgGREUgTU90OQUNPMRYWEAYD
VQQOLDAOWMIA2IDIWQTAWMDAXMRCWEFQYDVQRhDASOVEJINQyYO0yMEEWMDAWMTENMASG
AlUECgwEQUITTJELMAkKkGAIUEBhMCTUMwHhcNMjAwWNZE2MTEOMTAzZWhcNMzAwWNzZEQ
MTEOMTAZzWjBjMRIWEAYDVQQODDA1BQyBNQU1SSUUXFjAUBgNVBASMDTAYMDYgM] BB
MDAWMDIxFzAVBgNVBGEMDk5UUk1DLTIwQTAWMDAYMQ8wDQYDVQQKDAZNQU1SSUUx
CzAJBgNVBAYTAk1DMIICIjANBgkghkiGIwWOBAQEFAAOCAG8AMI ICCGKCAGEAPGOM
fu8l1£f4bzZ7a50GV0l6en2sjone3gNOeI0iXjjpanLc5DGW30dm/tOLbfwdol0sRb
yhO8KhkTiYfpBasiBwMW8VKzt6IvbAc9DkblKLsDuhhXQFeewBBuAaz1lMDvp7c20
LcHXnNm6fhUW270YeioRICA+pPVCA+XSgS5Sw4THIOR1ID25£10mo6S0Oc6xxYBDiMEDL
KPgRDInweY2F5qqm8vdz3mzfCgQfVeIc6U/khlWje/5En5w0ogkF5Wk3nC/2g03X
mf8JceOW12cj1BSICUDNTCkvtz4pNY4mE6TNTI706vAKFMmtvAAnkwP1IN2g01610G
10FKMX/aR1lpWSVubd94ctyScMLFq8P6£2gTGG2BOg3arob8yTMSWs Imh09wzbVUS
N4+YM3k15gE8bbrib9wjapXRef9HO0JIBFzX3RNWtb5wW1x0QASg5AKINTrw2A/eWF
pJd3gd8/MKSag4sMnClflkcWalkg3xPC41v9d5nzJe+Xku96JmiehzwOmlz45dUra
WHQGSK30GUJGOyPZCCk7HMY5WM7rp7CEdfAg7e4Pk+JIXTz/8hXf6Fb976/kQ0B89
DgoQR4pXvY+0vTQ6y5G604caQvvS5+mpZBfEEWem7cdXRIHBAV7HI+GORrbmY kWD
IRNBbirOnw+Hh46c97AaY8itcZGNna2c81lsb3u0CAWEAARAOCAR4wggEaMBIGA1Ud
EwWEB/wQIMAYBAf8CAQAWHWYDVROjBBgwFoAUL7BItv5LqVUwz+s7h340ZjgcPekw
OwYIKwYBBQUHAQEELZAtMCsGCCsGAQUFBzAChh9odHRwczovL21jbi5hbXNuLmlj
L213bi9%hY3TuY3JOMBYGA1UAIAQPMAOWCWYJYINSAQEBAQIBMF8GALIUdHWRYMEYw
KKAMoCSGImhOdHAG6Ly9pY24uYW1lzbi5tYy9pY24vaWNuNDASNLS5jcmwwKgAooCaG
JGhOdHAG6Ly9pY24ubWOuYWNvLmZyL21jbi9pY240MDk2 LmNybDAdBgNVHQ4EFgQU
fyVE46vrgqimPZgSA2/PUEgGhT3CwwDgYDVROPAQH/BAQDAGGGMAOGCSQGSIb3DQER
CwUAA4ICAQCPyX504GOtewz6aakxABacLESgrhQEOOLltwiWByojVrpn51rQDCmOkk
cagEQuP7u2MJsiNpmwgejaTG7CDklesg+Tt0e7piEKFo31pDbr3r05Z2ZLXnalUxph
EqUobeIFGBWi3/EdYnCUMxOxDJLcl1HRGaNZ1Un290JzF0s2D46Tba034hW/7tzTg
w6s5NJuRKzBXKGcC51gcHb6quGXH/ 9rTKsBvnyLdwSmKwt 118Up3ur+M1+zCGeDrC
ygKAJQOhTA3sRIAUKjuvuwFTnfa+oRHJuv2j85hQFyIloveweEC/19aUpgvifnlg
0eXUfmclaIn514U3j7r2VeJWi8UgNGzPIOyKQhBnK1dnAYzTpNrYxrWnU8jO7x1Wg
erbh51WgtziSCTGAHVLUaHGenktVwVhBYLveUPx 9EOmKkhMKUEIQRsnfeaiurkMxA
JyKdiLbOthTv135pQoywciudx9moDEBhrKJohfrgxITJAyClasVX8yWUSIWGXcnF
PsBpKLGa/QLLKtFVK6DIbj+V/a8c5n621Ad08LAHkWe0a2UGWrFDY511L.3Qz9uDQc
685@35WrjX9upp]j 0AtWHybuVITULFANvecymnd5Uucg+KJIyC9cmUOxrvu9ud/vnbU
SU/SGQyHNnjXsInyxLPuaZkH7zrRDyctVLZOTJ/ErMwvVLzTGh15DYg==

4¢c0f3e9dcffd29fa232140d0a5acc3b5s

Signature Algorithm  sha256WithRSAEncryption

Issuer
CN = AC RACINE PRINCIPAUTE DE MONACO
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O = AMSN
C=MC
Validity
Not Before July 16,2020 11:41:03 GMT
Not After July 14,2030 11:41:03 GMT
Subject

CN = AC MAIRIE

OU = 0206 20A00002
organizationldentifier = NTRMC-20A00002
O =MAIRIE

C=MC



Subject Public Key Info

Public Key Algorithm rsaEncryption
RSA Public-Key 4096 bits
PublicKey - BEGIN PUBLIC KEY---—-

MIICIJjANBgkghkiGIw0OBAQEFAAOCAGS8AMIICCOKCAGEAPGOMEu8llf4bZz7a50GvV0
16en2sjone3gNOeI0iXjjpanLc5DGW30dm/ tOLbfw4010sRbyhO8KhkTiYfpBasi
BwMW8VKzt6IvbAc9DkbI1KLsDuhhXQFeewBBuAaz1lMDvp7c20LcHXnm6fhUW270Ye
10RICA+pVCA+XSg5Sw4THIORID25£i0mo6S0c6xxYBDiMELPLKPgGRDInweY2F5ggm
8vdz3mzfCgQfVveIc6U/khlWje/5En5w0ogkF5Wk3nC/2g03Xmf8JceOW12¢cj1BST
CuDNTCkvtz4pNY4mE6TnTI706VAKFMmtvAAnkwPIN2g01610G10FKMX/aR1pWSVub
d94ctyScMLFg8P6£2gTGG2BOg3arob8yTMSWs 9mh09wzbVUSN4+YM3k15gE8bbri
bOwjapXRef9HOJIBFzX3RNWtb5wiWlx0oQASg5AKInrw2A/eWFpJ3gd8/MKSag4 sMn
ClflkcWaLkg3xPC41lv9d5nzJe+Xku96JmiehzwOmlz45dUraWHQGSK30GUJGOYPZ
CCk7HMY5WM7rp7CEdfAg7e4Pk+JXTz/8hXf6Fb9Z26/kQ0B8IDgoQRAPpXvY+0vTQ6
y5G604caQvv55+mpZBfEEWem7cdXRIHBAV7HI+GORrbmYkWDIRNBbirOnw+Hh46¢C
97AaY¥8itcZGNna2c81sb3u0CAWEAAQ==

X509v3 Extensions
Basic Constraints [criticall CA:TRUE, pathlen:0
Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9
Authority Information Access CA Issuers - URI:https://icn.amsn.mc/icn/acr.crt
Certificate Policies Policy: 2.16.492.1.1.1.1.2.1
CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl
Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier 7F:25:44:E3:AB:EB:AA:29:8F:66:A4:80:DB:F3:D4:12:08:53:DC:2C
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) 0d2341b43d010158c187a77a029a998c4c68ef8899b94d7e72892ef60103cb41
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time September 20, 2022 07:00:00 Z

Service Information Extensions
Extension [ critical ] true
Additional Service Information

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.2.2 - Issuance of qualified electronic signature certificates on OSCD

Qualification Element

Qualifier [ URI ] http://uri.etsi.org/TrstSvc/Trusted List/SvelnfoExt/QCWithQSCD
Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCForESig
Criteria List [ assert ] all
Key Usage [ nonRepudiation ]  true
Policy Set
Identifier 2.16.492.1.1.1.1.24.1.2

Description Issuance of qualified electronic signature certificates on QSCD



2 - TSP : Direction de la Siireté Publique

2.1 - TSP Information

TSP Name
Name [ en
Name [ fr
TSP Trade Name
Name [ en
Name [ fr
Name [ en
Name [ fr
TSP Address
PostalAddress
Street Address
Locality
Postal Code
Country Name
PostalAddress
Street Address
Locality
Postal Code
Country Name
ElectronicAddress
URI [ en
URI [ en
URI [ fr
URI [ fr
TSP Information URI
URI [ en
URI [ fr

[ en ]

[ fr ]

Direction de la Sireté Publique
Direction de la Sireté Publique

NTRMC-20A00003
NTRMC-20A00003

DIRECTION DE LA SURETE PUBLIQUE
DIRECTION DE LA SURETE PUBLIQUE

Division de police administrative - Stade Louis II - entrée B - étage 1
MONACO

98 000

MC

Division de police administrative - Stade Louis II - entrée B - étage 1
MONACO

98 000

MC

https://en.gouv.mc/Portail-du-Gouvernement/Government-Institutions/The-
Government/Ministry-of-Interior/Police-Department
mailto:resident@gouv.mc

https://www.gouv.mc/Gouvernement-et-Institutions/Le-
Gouvernement/Departement-de-1-Interieur/Direction-de-la-Surete-Publique
mailto:resident@gouv.mc

https://mconnect.gouv.mc/en/regulatory-information/registration-
authorities/prince-s-government

https://mconnect.gouv.mc/gouvernement-princier



2.2 - TSP Services
2.2.1 - Generalities

Service Type Identifier

Service Name
Name [ en ]
Name [ fr ]
Service Digital Identity
Digital Id X509 C

Digital Id Details
Version

Serial Number

http://uri.etsi.org/TrstSvc/Svetype/ CA/QC

AC GOUVERNEMENT PRINCIER
AC GOUVERNEMENT PRINCIER

ertificate = ----- BEGIN CERTIFICATE-----

MIIGrTCCBJWgAWIBAGIQPGUDbIYelmW/jeOm4RvB4jANBgkghkiGIwOBAQSFADB3
MSgwJgYDVQQDDBIBQYBSQUNJTkUgUFJJITKNJUEFVVEUgGREUgTU90OQUNPMRYWEAYD
VQQOLDAOWMIA2IDIWQTAWMDAXMRCWEFQYDVQRhDASOVEJINQyYO0yMEEWMDAWMTENMASG
AlUECgwEQUITTJELMAkKkGAIUEBhMCTUMwHhcNMjAwWNzZE3MDgxMTMzWhcNMzAwWNzZEL
MDgxMTMzWjCBizEhMB8GAIUEAwWWYQUMgRO9VVkKVSTKkVNRUSUIFBSSUSDSUVSMRYwW
FAYDVQQLDAOWMjA2IDIwQTAWMDAZMRCcWEFQYDVQRhDASOVFINQyYOyMEEWMDAWMzEO
MCYGA1UECgwfRE1SRUNUSUSOIERFIEXBIFNVUkKVURSBQVUJMSVEVRTELMAKGAL1UE
BhMCTUMwggIiMAOGCSgGSIb3DOEBAQUAA4ICDWAWGgIKAOICAQCr ZpgQwhC3ypL6
KrjFKhzYRWt1xoyl6VnaAZfOGvrcGgdktdT6e0IAIVWRX4g3S+M2YBYS5DFh2D2gI
aesR7aWzQWOcSWA2spEzRzwBQWD/CANnQ40ag9WHOHxcryXwl 7LnEKmWbxKVR5KJ5
cIz+W/2P4t0YadzI/v9aVEDSkUgHQQVWP5b4zxYmVT22z20SD1Wx0glJIosghmFgd
uvZjsVyFBqfutPeIIbOVEFLAUNVWUhHercZAkSPISSqEeYqgicUBM6bh6JIJMRKH/MG
nN3AcQxtib5ivLmshws4u58sIMWBOkBp7BMT+gZBsRz+morRZ/Ib/NgLk5LL2HLL
JDuKft1li50LCZ9Sfnga7z9gWIxXHKDyJY2bwCPhFdxZ5L3hkPUecYeD/wV12g8JoR
WT3£SBsX79kVCom+MrRzS6b+MwCyfpKg3+ZsVvNGIkPzW61lnr7jJY6d84mHpeigL
uli+ADMtzHidlng6vwjchCXtmREFUyGe/NybFHCUEMLUV] yWx1wJofNQEPUStsDi
7DxUGbnDAV80ocJT4D+7qgc3X47xtagMH/Otewxdvhw2vt0Z9G8zgIv]99wmnXvhzV
GOMJqJJ1KzCvX41a381wKUEOY58cSR4IJiRw0a2Bg4n8qdyY500ss9iVdXl/UxTUo
q/8pWO1C1BCgXxOVTTkeB+QYHBMd8wIDAQAB04IBHCCAROWEGYDVROTAQH/BAGW
BgEB/wIBADAfBgNVHSMEGDAWGBSXsH22/kupVTDP6zuHfg5mOpw96TATBggrBgEF
BQcBAQQVMCOWKwY IKwYBBQUHMAKGH2h0dHBzO1i8vaWNuLmFtc24ubWMvaWNuL2F]
ci5jcnQwFgYDVROgBASWDTALBglgg2wBAQEBAWEWXwYDVROfBFgwVjAooCagJIYi
aHROcDovL21jbi5hbXNuLmljL21jbi9%pY240MDk2LmNybDAgoCigJoYkaHROcDov
L213bi5tb25hY28uzZnIvaWNul21jbjOwOTYuY3JIsMBOGA1UADgQWBBT 9ZrrxglMw
uCootQz5JzK6amvpajAOBgNVHQSBAfS8EBAMCAYYwWDQYJKoZ IhveNAQELBQADggIB
ALCzKz4dnOoesN59rtAAwkcytLaboCJIUY7ECEswjMgTbLZ8bf18zqUaT90opQH7h
QUYQ9DUzUbg9piOrokbgX1cG0Ij/LLzlrcgezZGO0ZIJ8MIYbWz2WaJF5S1gbCgN8R
VcbFjRiTPdggenSKTOuBHr1£SvCQixDgX4Wgf4YozDy/z7s7562twSQ8xaVj0KYD
W+GW6oeImZ+qeFXXp5D8TjuoF2YManwowlAeX06yjROF2B/Sog/uwVEsn236a4JN
AMEhvT3K2tJu/mtnLFGJ1fvYgF1tRw8gQQ2n2¢cLSvOh+hBE1YfTteK9NeoRBwHal
FrIpFgOspwNwKUL7314020J5UgXZIvJty+YmOJFYaENycoPnE7co2/t6wbDxCNDM
6iVoIwmImpWalY/Z2nCn+H1JJUj1luVvP91k934jPqyLP+PekUtm/++2z4uGOz/H61r
wkFUfQ6tW7moeAa21CsfqiK+UEQLGKE4uZgsSo/2Eml 7xm0B6RCOMtUnTpriRXtv
hblkJlomcj/BTkPj1lXgXT4S4kuCYW507U8NaQd+2FIA2K7HFHMBy+1FAqadMOCZ7
elrZXwKMyGfdyLIphmB480JD8GAC)3zdhfDYOU+SODnmviF63sxAPB60mhhhogZs
yOFEXWvIUJVKgI//ywuWabjsMefMzZVihigUtsOlUwhyqg

3e05036c861ed665bf8de3abel 1bcle2

Signature Algorithm  sha256WithRSAEncryption

Issuer
CN = AC RACINE PRINCIPAUTE DE MONACO
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O =AMSN
C=MC
Validity
Not Before  July 17,2020 08:11:33 GMT
Not After July 15, 2030 08:11:33 GMT
Subject

CN = AC GOUVERNEMENT PRINCIER

OU = 0206 20A00003

organizationldentifier = NTRMC-20A00003

O =DIRECTION DE LA SURETE PUBLIQUE
C=MC



Subject Public Key Info

Public Key Algorithm rsaEncryption
RSA Public-Key 4096 bits
PublicKey - BEGIN PUBLIC KEY---—-

MIICIJjANBgkghkiG9wOBAQEFAAOCAg8AMIICCgKCAgEAg2aakMIQt8gS+ig4xSoc
2EVrdcaMpelz2gGXzhr63BoHZLXU+ntCANVVkV+Kt0vINmAWOQxYdg9oCGnrEe2l
sOFvXE1gNrKRMOc8AUFg/wgJ0OKGoPVhzh8XK818COy5xCplm8S1UeSieXCM/1v9
J+LTmGncyP7/W1RAOPFKhOEFCD+W+M8WJI1U9s97kg9VsTqt SSKLKoZhYHbr2Y7Fc
hQan7rT3iCGz1XxS+FDb11IR3g3GQJIE]yOUghHMIInFATOm4eiTESh/ zBpzdwHEM
bYm+Yry5rIcLOLUfLCTFgdJRaewTE/o0GQbEc/pgKOWEyG/zYC50SyShyyyQ7in72
YudCwmfUn56mu8/aliMRyg8iWNm8AJ4RXcWeS94ZD1HNGHg/8FddoPCaEVk930gb
F+/2FQqJvijK0cOum/jMAsSn6SoN/mbFbzRiJD81upZ6+4yWOnfOJTh6XooCTpYVvgAz
Lex4ndZour8I3IQ17Z2kRBVMhnPzcmxRwlBDC1lFY81sdcCaHzUBD7ubbA4uw8VBmS
wwEfKHCU+A/u6nN1+08bWgjB/zrXsMXb4cNr7TmfRvM6iL4/fcdpl74clRkDCaiyY
9Sswrl1+NWt/NcC1lBDmOfHEkeCCYkcNGtgaud/KnWOaNLLPY1XVIfIMULKKv/KVjt
Q0pPQQgl8T1UO0SHgfkGBWZnfMCAWEAAQ==

X509v3 Extensions
Basic Constraints [criticall CA:TRUE, pathlen:0
Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9
Authority Information Access CA Issuers - URI:https://icn.amsn.mc/icn/acr.crt
Certificate Policies Policy: 2.16.492.1.1.1.1.3.1
CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl
Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier FD:66:BA:F1:AB:53:30:B8:2A:28:B5:0C:F9:27:32:BA:6A:6B:E9:6A
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) 9d9343203e5164c6b9bc7b4a495e¢83d8d60bab3ceac904c83¢78197611c21ff5
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time September 20, 2022 07:00:00 Z

Service Information Extensions
Extension [ critical ] true
Additional Service Information

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.2.2 - Issuance of qualified electronic signature certificates on OSCD

Qualification Element

Qualifier [ URI ] http://uri.etsi.org/TrstSvc/Trusted List/SvelnfoExt/QCWithQSCD
Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCForESig
Criteria List [ assert ] all
Key Usage [ nonRepudiation ]  true
Policy Set
Identifier 2.16.492.1.1.1.1.34.1.2

Description Issuance of qualified electronic signature certificates on QSCD



3 - TSP : Direction du Développement Economique

3.1 - TSP Information

TSP Name
Name [ en ]
Name [ fr ]
TSP Trade Name

Name [ en ]
Name [ fr ]

Name [ en ]
Name [ fr ]

TSP Address
PostalAddress [ en ]

Street Address
Locality
Postal Code

Country Name
PostalAddress [ fr ]

Street Address
Locality
Postal Code
Country Name

ElectronicAddress
URI [ en ]

URI [ en ]
URI [ fr ]

URI [ fr ]
TSP Information URI

URI [ en ]

URI [ fr ]

Direction du Développement Economique
Direction du Développement Economique

NTRMC-20A00005
NTRMC-20A00005

DIRECTION DE L EXPANSION ECONOMIQUE
DIRECTION DE L EXPANSION ECONOMIQUE

9 rue du Gabian
MONACO

98 000

MC

9 rue du Gabian
MONACO

98 000

MC

https://en.gouv.mc/Portail-du-Gouvernement/Government-Institutions/The-
Government/Ministry-of-Finance-and-Economy/Business-Development-Agency
mailto:esign@gouv.mc

https://www.gouv.mc/Gouvernement-et-Institutions/Le-
Gouvernement/Departement-des-Finances-et-de-1-Economie/Direction-de-1-
Expansion-Economique

mailto:esign@gouv.mc

https://en.service-public-entreprises.gouv.mc/Conducting-business/Electronic-
signatures-and-stamps/Registration-authority-for-businesses

https://spe.gouv.mc/entreprises



3.2 - TSP Services
3.2.1 - Generalities

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svetype/ CA/QC

Name [ en ] AC ENTREPRISES
Name [ fr ] AC ENTREPRISES
Service Digital Identity
Digital Id X509 Certificate  =—-——- BEGIN CERTIFICATE-----

Digital Id Details
Version

Serial Number
 f 6EDYLSRymNe XEwCBRvcDS53s3KZ+vBQZQHHzvakgph
yASgP94DvY263CC401veC5CC55sZMtwI8XRBRSLA1IQh9oMFWhCmcex7+0tCDkrLw
Np2+uTMNcgHIBYEM7EMkYtYemBOF7HOcg8ArM607XFDRbc87GhLjrvKOUNWB1CTW
BwSxGRDhd408zw8LeaTO0s120UPITIVRYCO0GMgPEr/tMNSoCi0912HQ4M+TEjvT
CSKCwoUw8W2aHfMfyxNIcwXLSDw8kUPDiyQ8ejVQRHy0Y1s58E0Krb40£fQaxf0Xs
I12/yAN4DoGeaHbXG9QJ911ih1+iZ2KPjMz7/ZBt+T8KNuUOC1IFT6HrtRikCYXeLlhhJ
YXLFLOQRiw3aarhMQ5L9k9WngIXhp5gvybs45DJpLlmue 7DD 60Mx2BTYSQAIWGSFB
b7RkdVEBMPJLrgLS4ri5+CdQTOxpTFUSYVDgI+F531hquiv]+wnFXKBxVxVCbMIC
EZ46AJw+Cw76FZj9VQacdEfdn8+A0yY/LUO37GIy+Wg987IDF83h59Z2U8SCPDAPH
m+eTMvZKNMOB4 8 9YqqkKWwIDAQABo4 IBH] CCAROWEGYDVROTAQH/BAGWBGEB/wIB
ADAfBgNVHSMEGDAWGBSXsH22/kupVTDP6zuHfg5mOpw96TA7BggrBgEFBQCBAQQV
MCOwKwYIKwYBBQUHMAKGH2hOdHBzO1i8vaWNulmFtc24ubWMvaWNuL2Fjci5jcnQw
FgYDVROgBA8SwWDTALBglgg2wBAQEBBAEWXwYDVROfBFgwVjAooCagJIYiaHROcDov
L213bi5hbXNulmljL21jbi9pY240MDk2LmNybDAgqoCigJoYkaHROcDovL21jbi5t
P25hY28uZnIvaWNuL21jbjQwOTYuY3JsMBOGA1UdDgQWBBQzRAERA/49gmaMDZV
/JbPsEOH5JAOBgNVHQ8BAf8EBAMCAYYWDQYJK0Z ThvcNAQELBQADggIBATazHdsr
ZcSRUF4K9A09npWspDPPOgmn570AniIUDhAFiGiky+JTBOuZau8BTweJgkYPJEBV
rNXI1G60Degs9HpPVwW/0/go2wMkazame dwHGOIrp+h7Yjiiaj50dMT4ShKcG+g0z
9heSMLRWIhLh31JXHP313eB40Wijp286Y17RHUZzaob50dTgeLvVFuHH4Ce3vPpti
aY¥YInXPNYnaVgN1BhQVOgCWIxYfvcRAB6FYfLsUOZDObY5HgwE4yugkzYCEZko+4x
dt/EeWWAFb8XDX8/b3qoNCUj27E8CaPvEPH3FRLGQAfKS5ceyrdfX/bxf161BT4z
7ZC2iCaIAYnj53sG5E0GA+y07dEPNrLtHNXR6A4XcNAnKfHXs30Yiinz/zLj119Ft
LLN/ItQvyHDSVkbAzgEFjJMh0Cilv2z8Dze+H7ihsA/zyQfhFgQ6M21aigM2EQRg
CcIujtKwTpmDcenLWs/OkE30zExK8R7CA6xBko3wCPOKiPWZbhMFCCOrJChr815QM
FfEASEUlh2ZWRyy8zDxrBBcFmlzU6MDiuKvy2u93rwfk/4ZspzGcWtLxKQk+BgOT
Q0o0v3MJI3uP5fubCpW/ND6ks29F89ZM5¢cf1iu7Fr7Z7EDT2170357g71alrvClX8r
3a4AyO0esdWxwev/0K80oLbW25MeJOVUia2Jg

1036ccc6e55066985f7b4aa76b8d2b0a

Signature Algorithm  sha256WithRSAEncryption
Issuer
CN = AC RACINE PRINCIPAUTE DE MONACO
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O =AMSN
C=MC
Validity
Not Before  July 17,2020 10:46:47 GMT
Not After July 15,2030 10:46:47 GMT
Subject

CN = AC ENTREPRISES

OU = 0206 20A00005

organizationldentifier = NTRMC-20A00005

O = DIRECTION DE L EXPANSION ECONOMIQUE
C=MC



Subject Public Key Info

Public Key Algorithm rsaEncryption
RSA Public-Key 4096 bits
PublicKey - BEGIN PUBLIC KEY---—-

MIICIjANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEASDALWP2chTfU/Q/Go43a
uqgTewF01899eAUOKMC6HAGYRZEpZSmtlsp/£6gD737SX1713989651523gGdgY1k4
1ibBXTwN6UcrzmVV91l/6MGx+X+hA2C0kcpiX1xMAgUb3A+d7Nymf rwUGUBx872pIK
YcgEoD/eA72NutwguKkNb3guQguebGTLcCPFOQUU13dUI faDBVoQpnHMe/ jrQg5Ky
8DadvrkzDXIByAWBDOxDJIGLWHpgdBex 9HIPAKzOgO1xQ0W3P0Ox0S4 67yt FDVGZQk
1gcEsRkQ4XeDvM8PC3mkzt LNAgFDYE/VUWAVABjKjxK/7TDUgqAogPZdh0ODPk347
yQkigsKFMPFtmh3zH8sTSHMFyO0g8PJFDw4skPHOLUER8tGIbOfBKCg2+NHOGSX9F
7CNv8gDeA6Bnmh21xvUCEZYodfomSj4zM+/20bfk/CibtApRU+h67UYPAMF319YY
SWFyxSO0EYsN2mg4TEOS/ZPVp6iF4aear8m700QyaS5rnuwwéd+tDMAgU2LEACFhrB
QW+0ZHVXwTDyS64C0uK4ufgnUE9MaUxVOWFQ6iPhed5Yarord/sdxVygcVeVQOmzC
AhGeOgI8PgsO+hWY/VUGnHRH3Z/PgKMmPylDt+xiMv1oPfOyAxfN4e fWVPEgjwwK
R5vnkzL2SjTDgePPWKgqpClsCAWEAAQ==

X509v3 Extensions
Basic Constraints [criticall CA:TRUE, pathlen:0
Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9
Authority Information Access CA Issuers - URI:https://icn.amsn.mc/icn/acr.crt
Certificate Policies Policy: 2.16.492.1.1.1.1.4.1
CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl
Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier 33:45:D1:11:77:FE:3D:AA:66:8C:0D:95:63:FC:96:CF:B0:43:87:E6
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) 927a0e92c3ce711522d8c952e09d6d5ee8e0e43219¢caal91694403032bc09e66
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time September 20, 2022 07:00:00 Z

Service Information Extensions
Extension [ critical ] true
Additional Service Information

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSignatures
URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSeals

3.2.2 - Issuance of qualified electronic signature certificates on OSCD

Qualification Element

Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCWithQSCD
Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCForESig
Criteria List [ assert ] all
Key Usage [ nonRepudiation ]  true
Policy Set
Identifier 2.16.492.1.1.1.1.4.4.1.2

Description Issuance of qualified electronic signature certificates on QSCD



3.2.3 - Issuance of qualified electronic seal certificates on OSCD

Qualification Element

Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCWithQSCD
Qualifier [ URIT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCForESeal
Criteria List [ assert ] all
Key Usage [ digitalSignature ] true
Policy Set
Identifier 2.16.492.1.1.1.1.44.5.2
Description Issuance of qualified electronic seal certificates on QSCD

3.2.4 - Issuance of qualified electronic seal certificates

Qualification Element

Qualifier [ URI ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/QCNoQSCD
Qualifier [ URIT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCForESeal
Criteria List [ assert ] all
Key Usage [ digitalSignature ] true
Policy Set
Identifier 2.16.492.1.1.1.1.4.4.6.2

Description Issuance of qualified electronic seal certificates



4 - TSP : Direction des Ressources Humaines et de la Formation de la Fonction Publique

4.1 - TSP Information

TSP Name
Name [ en ]
Name [ fr ]
TSP Trade Name

Name [ en ]
Name [ fr ]

Name [ en ]

Name [ fr ]

TSP Address
PostalAddress [ en ]

Street Address
Locality
Postal Code

Country Name
PostalAddress [ fr ]

Street Address
Locality
Postal Code

Country Name

ElectronicAddress
URI [ en ]

URI [ en ]
URI [ fr ]

URI [ fr ]
TSP Information URI

URI [ en ]

URI [ fr ]

Direction des Ressources Humaines et de la Formation de la Fonction Publique
Direction des Ressources Humaines et de la Formation de la Fonction Publique

NTRMC-20A00004
NTRMC-20A00004

DIRECTION DES RESSOURCES HUMAINES ET DE LA FORMATION DE
LA FONCTION PUBLIQUE
DIRECTION DES RESSOURCES HUMAINES ET DE LA FORMATION DE
LA FONCTION PUBLIQUE

Stade Louis II - Entrée H - 1 avenue des Castelans - BP 672
MONACO CEDEX

98 014

MC

Stade Louis II - Entrée H - 1 avenue des Castelans - BP 672
MONACO CEDEX

98 014

MC

https://en.gouv.mc/Portail-du-Gouvernement/Government-Institutions/The-
Government/The-Ministry-of-State/General-Secretariat-of-the-
Government/Human-Resources-and-Training-Department
mailto:esign-services-administratifs@gouv.mc

https://www.gouv.mc/Gouvernement-et-Institutions/Le-Gouvernement/Ministere-
d-Etat/Secretariat-General-du-Gouvernement/Direction-des-Ressources-Humaines-
et-de-la-Formation-de-la-Fonction-Publique
mailto:esign-services-administratifs@gouv.mc

https://en.service-public-particuliers.gouv.mc/You-and-The-
Administration/Authentication/Authentication/Registration-authority-for-
electronic-signatures

https://spp.gouv.mc/services-administratifs



4.2 - TSP Services
4.2.1 - Generalities

Service Type Identifier  http://uri.etsi.org/TrstSvc/Svetype/CA/QC

Service Name

Name [ en ] AC SERVICES ADMINISTRATIFS
Name [ fr ] AC SERVICES ADMINISTRATIFS

Service Digital Identity

Digital Id X509 Certificate

Digital 1d Details

Version 3

MIIG3DCCBMSgAwIBAQGIQRAiBWMgDWXRHs /TPttXahjANBgkghkiGIwOBAQSFADB3
MSgwJgYDVQQDDBIBQYBSQUNJTkUgUFJJITKNJUEFVVEUgGREUgTU90OQUNPMRYWEAYD
VQQOLDAOWMIA2IDIWQTAWMDAXMRCWEFQYDVQRhDASOVEJINQyYO0yMEEWMDAWMTENMASG
AlUECgwEQUITTJELMAkKkGAIUEBhMCTUMwHhcNM]AwWNzZE2MTgxMDM4WhcNMzAwWNzZEQ
MTgxMDM4 W] CBujEJMCEGATUEAwwaQUMgU0OVSVk1DRVMgQURNSUS5JU1RSQVRIR1Mx
FJAUBgNVBASMDTAyMDYgMjBBMDAWMDQxFzAVBgNVBGEMDk5UUk1DLT IwQTAwWMDAQ
MVUwUwWYDVQQKDEXESVJFQIRJIJTO04gREVTIFJFULINPVVJIDRVMgSEFVNQU1ORVMgRVQg
REUGTEEgRkISTUFUSU9OIERFIEXBIEZPTKkNUSUSOIFBVQkxJUVVEMQOswCQYDVQQG
EwJINQzCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAL7MrOG1BF1XFgT+
DAFMgA1ADOKR5rvQplfycoLzsgC5LICT1u3TTI8UOA3CITICChbIV63TU]+YmKNPZ
W8Yy+j02wHIC+WYqnt 70FSIWcPY56KsZRfgELtEikXz/51iXv1LxjnxDEYVB5s0kS1
+3DhzbCXwArYKAjbX4ngwzD8u/1Sk6YIjn8Lpaq/yc4AQ8ATUoDI+80b3h+YhMLt
QoggnWVp42F+FnTd8B5gg+WEfqfTewGVvs 94 yduPuwKU7XiV1nReAGypJMmIQDWg
JjoenbI2fvSbfol9yagU6B57t1lLazucsiMP83ezUWkCOYg3QHETWYtH3V1eCPPPT5t
J6RArKuN1Wjb+18s0HtUreRObIQDWSG6VIguvG6dY4ANYXu/a+e83M6F30WDzPYQ6
ZHFFgOV1iWCTXt zXHZEy+E4coFuRG1VxDjgFctjDYz8FqynmAGB/u31JbVUpQSan
/S/kA+pimJbSSLLrScbm/m6iKEghnivkpZlVBuaKaryATO1SANNtmzUQPifd1b92
odvv+/gq6VBMITMLBEHPy6ttTwtRT014PywPLCEgNtSDK7nOMAglv1EQcPSzofpwd
Ayg4RCgeIDS+ISck4yA/wUAKSIm8hVmURS5xMg5xpGDTT7JIN/pkFeZn51HB10+dX
ArQ7Ts623DTEWIA7FKJI82THITL6ZAgMBAAG) ggEeMI IBGjASBgNVHRMBAf 8ECDAG
AQH/AgEAMB8GA1UdIWQYMBaAFJewfbb+S61VMM/ rO4d+DmY6nD3pMDsGCCsGAQUF
BwEBBC8wWLTArBggrBgEFBQcwAOYfaHROCHM6LY9pY24uYWlzbiStYy9pY24vYWNy
LNydDAWBgNVHSAEDZANMASGCWCDbAEBAQEFATBEBgNVHR8EWDBWMCigJgAkhiJo
dHRwO1i8vaWNuLmFtc24ubWMvaWNulL21jbjQwOTYuY3JsMCggKKAmMhiRodHRwO18v
aWNuLmlvbmEjby5mci9pY24vaWNuNDASNLS5jcmwwHQYDVROOBBYEFK]) IVWEMvSQV
N9ZXjoPaAyVFW6uGMA4AGA1UADWEB/wQEAWIBhjANBgkghkiG9wOBAQSFAAOCAGEA
cWaOORSbfwZSbT1IXWATI4NN1TItsXuK5T1Q+1iVkgN2HZACOU4mUrTn5Co5ypJXD4val
stNK+VdAcop7+h6UxYN+sBgrQITgRBIfGS3X8jvMdgOVMMINxrak2Ly708LRVPZ3
UZL1/vSo2SIpIfnAigletbpptHUdpTYaWc4K7MOxaSlrfCz4Vk57kJQlebJBHHG
fwlhTo3U80/MDRJ 6wOgaMguuzMO43SEPOAsSebX8+FMEFJrTDStolWLWQO0902RcK
OoxuhOocgbempQCackadyChu9mEdOIZcfF42T/k16tAnOnl1glUSRWEVMEQVLR177
YsKpIFu52eYbM71WMHCiomZXKGXI1/rCa+OYYeTdPJTRWYLTRZp4ejmK1bjPN8QP
AiXEX2xWEWxALly+RED25MV7vQZThIzK022JeuBGuNPvaFgX6/XLgw9CH7sLA9dUO
EwZce83ULBlk+iYXbQdclpBduCSwOxLT1PppSgBroi3SS+ABS6gyLZ/clnC4yT3m
Qg0OxgRyEnmjYXuH8+axx+vIH2gxbwSuvjFNLH+UADyYzkMx2b+YkQ13kDAF1E6LL
VMDuYTKERA+JFGQa3es5/6eHJI3qVzzYpSrxnHgPUIV8wzDXTNYqrCIJWU6JW2 /FRg
0/YHtDYKNWqnUo4gPb43Gvrgq991£SBzD%aaYJSfZzTrU=

Serial Number 45d881c0ca83597447b3f4cfb6d5da86
Signature Algorithm  sha256WithRSAEncryption

Issuer

CN = AC RACINE PRINCIPAUTE DE MONACO

OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O =AMSN

C=MC

Validity

Not Before  July 16,2020 18:10:38 GMT
Not After July 14, 2030 18:10:38 GMT



Subject
CN = AC SERVICES ADMINISTRATIFS
OU = 0206 20A00004
organizationldentifier = NTRMC-20A00004

O = DIRECTION DES RESSOURCES HUMAINES ET DE LA FORMATION DE LA

FONCTION PUBLIQUE
C=MC
Subject Public Key Info

Public Key Algorithm rsaEncryption

RSA Public-Key 4096 bits

PublicKey - BEGIN PUBLIC KEY--—--
MIICIjANBgkghkiGIwOBAQEFAAOCAG8AMI ICCIKCAGEAVSyvQaUENVCWBPANOUyYO
DUAPSRHmMu9CmV/JygvOyALksgJPW7dNMnxTQDdz10MIZuNXrdNSP5iYo09nDxjL6
0jbAcgL5Ziqe3s4VI1Zw9jnogqxlF+ASOSKREP/mJe+UvGOfEMRhUHmMzZ SRKX 6MOHN
sJfACtgoCNtfieDBkPy7+VKTpgiOfwulgr/JzgBDwBNSgMn7zRveH5iEwulCiCCd
ZWnj YX4WAN3wHMCD5YR+pINTAZW+2z37J24+7ApTteJXWAF4AbKkkyYhANaCPgds
Z+9Jt+gj3JgBToHnu2Utr05yyIw/zd7NRaQI5iDdAe1NZi0fdWV4I8+1PmOnpF2s
q42VaNv6XyzQelStS5HRshAPBIbpX2C68bpljglhe79r57zczoXfRYPMIirrMcUWA
SWWJIYJINe3NcdkTL4ThygWSEaVXEOOOVY2MNj PwiWrKeYAYH+7£fU1tVS1BJIgf9L+QD
6mKY1ltJIsutJwOb+bgloSqGeK+S1mVUG50pqvIBM6VI0022bNRA+J92Vv3ah2+/7
+rpUEW10YsF8c/Lg21PCl1FPTXg/LA8sSISA21IMruc4wCqW+URBwWILOh+nBODKDhE
Kp4gNL4hJyTjID/BQAPKWoyFWZRHNEYDNGkYNNPskk3+mQV5mfmUcGXT51cCtDtO
zraMNMRY13sUonzZMchMvpkCAWEAAQ==
————— END PUBLIC KEY-----

X509v3 Extensions

Basic Constraints [criticall CA:TRUE, pathlen:0

Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9

Authority Information Access CA TIssuers - URI:https://icn.amsn.mc/icn/acr.crt

Certificate Policies Policy: 2.16.492.1.1.1.1.4.1

CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl

Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier A8:C8:57:01:0C:BD:2A:95:37:D6:57:8E:83:DA:03:25:45:5B: AB:86
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) 35¢c413ee9cd96dbe6fe43485f8a62488ad35c474ce5fdd7a51f74b4417259d22
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time September 20, 2022 07:00:00 Z

Service Information Extensions
Extension [ critical ] true
Additional Service Information

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSignatures
URI [ en ] http://uri.etsi.org/TrstSvce/TrustedList/SvelnfoExt/ForeSeals

4.2.2 - Issuance of qualified electronic signature certificates on OSCD

Qualification Element

Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/QCWithQSCD
Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCForESig
Criteria List [ assert ] all
Key Usage [ nonRepudiation ]  true
Policy Set
Identifier 2.16.492.1.1.1.1.54.1.2

Description Issuance of qualified electronic signature certificates on QSCD



4.2.3 - Issuance of qualified electronic seal certificates on OSCD

Qualification Element

Qualifier [ URT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCWithQSCD
Qualifier [ URIT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCForESeal
Criteria List [ assert ] all
Key Usage [ digitalSignature ] true
Policy Set
Identifier 2.16.492.1.1.1.1.54.5.2
Description Issuance of qualified electronic seal certificates on QSCD

4.2 4 - Issuance of qualified electronic seal certificates

Qualification Element

Qualifier [ URI ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/QCNoQSCD
Qualifier [ URIT ] http://uri.etsi.org/TrstSvc/TrustedList/SvclnfoExt/QCForESeal
Criteria List [ assert ] all
Key Usage [ digitalSignature ] true
Policy Set
Identifier 2.16.492.1.1.1.1.54.6.2

Description Issuance of qualified electronic seal certificates



5 - TSP : Direction des Services Numériques

5.1 - TSP Information

TSP Name
Name [ en ]
Name [ fr ]
TSP Trade Name

Name [ en ]
Name [ fr ]

Name [ en ]
Name [ fr ]

TSP Address
PostalAddress [ en ]

Street Address
Locality
Postal Code

Country Name
PostalAddress [ fr ]

Street Address
Locality
Postal Code
Country Name

ElectronicAddress
URI [ en ]

URI [ en ]
URI [ fr ]

URI [ fr ]
TSP Information URI

URI [ en ]

URI [ fr ]

Direction des Services Numériques
Direction des Services Numériques

NTRMC-20A00001
NTRMC-20A00001

AMSN
AMSN

2 rue du Gabian - Immeuble "Les Industries"
MONACO

98 000

MC

2 rue du Gabian - Immeuble "Les Industries"
MONACO

98 000

MC

https://en.gouv.mc/Portail-du-Gouvernement/Government-Institutions/The-
Government/The-Ministry-of-State/General-Secretariat-of-the-
Government/Digital-Services-Department
mailto:identitenumerique@gouv.mc

https://www.gouv.mc/Gouvernement-et-Institutions/Le-Gouvernement/Ministere-
d-Etat/Secretariat-General-du-Gouvernement/Direction-des-Services-Numeriques
mailto:identitenumerique@gouv.mc

https://mconnect.gouv.mc/en/regulatory-information/registration-
authorities/technical

https://mconnect.gouv.mc/technique



5.2 - TSP Services

5.2.1 - Qualified Certificates Service

5.2.1.1 - Generalities
Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svetype/ CA/QC

Name [ en ] AC TECHNIQUE
Name [ fr ] AC TECHNIQUE
Service Digital Identity
Digital Id X509 Certificate  =—-——- BEGIN CERTIFICATE-----

Digital 1d Details
Version

Serial Number

MIIGhTCCBG2gAwWIBAGIQU6aLYDM+gaC5qlnFsQGWWTANBgkghkiGOw0OBAQsFADB3
MSgwJgYDVQQDDBIBQYBSQUNJTkUgUFJJITkNJUEFVVEUgREUgTUSOQUNPMRYWFAYD
VQOQOLDAOWMIA2IDIWQTAWMDAXMRCWEQYDVQRhDASOVEINQY O yMEEWMDAWMTENMASG
AlUECgWEQU1ITTjELMAKGAIUEBhMCTUMWHhcNMAWNZE2MTUOMZz I SWhcNMzAWNZEO
MTUOMzI5W3iBkMRUWEWYDVQQDDAXBQyYBURUNITk1RVUUxFjAUBgNVBASMDTAYMDYqg
MjBBMDAWMDExFzAVBgNVBGEMDk5UUkKk1DLT IwQTAWMDAxXMQOwCwYDVQQKDARBTVNO
MQOswCQYDVQQGEWJINQzCCALIwDQYJKoZ IhvcNAQEBBOADggIPADCCAgoCggIBAOLE
GUSOOsDUa+gxshcSuRr9jw/ClwglbR6/9jYxJI3XrQYpGHPNLE] 6£4/nCDUPMxYgs
mKv3IdlpgAxT9S2I1ZRcgsrmmNMUmMhXGuUyly7+908cUnOhkgocpyWyCbtpTGUrC
vYnNNNbMFfhY3azJTi6QS+wQUUJIBeTZgYgHaHgi+y40XqcIXoU9xjTjB31loyFKpX6
3mdvoKgt304V1cpAsWNS3FeGy4J7nNgax79Yzz/hasWrImQpb9rEvBt2gIN3ud/5
43g38392tL8CCLfoI3r2IwQoGyuR5pk/OhXrénrABBsohzUQleGoSIxg5Fa4Au9eD
730c60N9AwxLmaKbezNNnRMOm+dfcZgkgNpWEsrhP+SLD11UKGq9jFRTNI3AMz IAwW
YX1enZKGIB+Tj37JDBLGVJRUV38BzxXGLTYV8sRIjxJKkCLw28sOMO6GmMnHZMoLHNn
gWUs4EghI+OQTcXLOG]) 1ppsxX4mjQOXeGEfpJt1EKNKsjOlzU+MvYaVGECEVBhziY
8pRz6FNM3JTIUGd43TaIbSkjSIdEL8QCgEji06Yc+c4VedvdaYsldDdwOhS32EgL
DEO/3E7uL6/sJh8mn/zchDjxkNBW34DSjjNucpMe0GolnCicHkFYnfmBATHQrovx
J1KohgPhTTabt FnWBNAcCUj+9HcI4W4FE1bX6qoofAgMBAAG)ggEeMIIBGjJASBgNV
HRMBAf8ECDAGAQH/AGEAMB8GA1UdIwWQYMBaAFJewfbb+S61VMM/ rO4d+DmY6nD3p
MDsGCCsGAQUFBWEBBC8WLTArBggrBgEFBQcwAOYfaHROCHM6LYSpY24uYWlzbi5t
Yy9pY24vYWNyLmNydDAWBgNVHSAEDzZANMASGCWCDbAEBAQEGATBEBgNVHRSEWDBW
MCigJdgAkhiJodHRwO18vaWNuLmFtc24ubWMvaWNuL21jbjOwOTYuY3JIsMCggKKAm
hiRodHRwOi8vaWNulmlvbmFjby5mci9pY24vaWNuNDASNi5jcmwwHQYDVROOBBYE
FFFiu246uddjClA4RrwLRdANti/CEfMA4GAIUADWEB/wQEAWIBhjANBgkghkiGOwOB
AQsFAAOCAQEAA6WN1JDVsWnxB4Ua4 TWRGYkmE8Z+1yO0VngYKIRu/5/eAlgLeQTO
gcBNc67PFNVKNGWESDWA+A61jWX]) yE5SEMAZUMFkRInYu9eefnxL97fzrA4S+XoQF
KzcROLC42na42mQkRfOVCRMtiJybzDOfVzL1lsgmonNTXvRIvPymHB6pF5vEOUTE7
272Srz+/ED3acsWXULt1tNTrX140ejaF2EK5N5ZvMaRd5DR+vwidxsb/£5e0pCHk+z
N2jab5gbx6Vzc8gDuZk5UiwAdIEVCZCcRIq6PRXWZWrge/mXwHTH7 /DXFwpIf£+UUoM
eo00o0+Cwur2Wad82KmuYOkgFz87K1IMHAdQQg20Qe3XI10mWCO4tM1lbh3+jHsfnux97
ILplJEOFYgB2QvSwz6AWg2tx3FjWsR1B6KaPeucEO2gn2vl1+yC+FY81QXao/SeisS
y6UjnniHvgCgkmNcc9y4xpS41dB£25891elvv7Rx9Q1gKM7YJFJga+kLcLPhSG9+
sMmWVZ2kgY1tvlyD2joPgGFJIS)PRkuhmfXI/CIOhpHACfYXPyahKyi/nusOnCOS
8LOIJK00sSBzYPbfb/mVSesOQAlG6kIJhfPcEFNuYZzNowyjFKmvyTv7LINXS/EKKy
MVz1lbprvijOct53b4xBKgdySGawCKjdxWkt 9bdpIdPonliZgmI4GRuxs=

53a68b60333e81a0b9ab59c5b1019659

Signature Algorithm  sha256WithRSAEncryption
Issuer
CN = AC RACINE PRINCIPAUTE DE MONACO
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O =AMSN
C=MC
Validity
Not Before  July 16,2020 15:43:29 GMT
Not After July 14, 2030 15:43:29 GMT
Subject

CN = AC TECHNIQUE

OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001
O =AMSN

C=MC



Subject Public Key Info

Public Key Algorithm rsaEncryption
RSA Public-Key 4096 bits
PublicKey - BEGIN PUBLIC KEY---—-

MIICIjANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEAGUQZRI7TSWNRY 6rGyFxKS
Gv2PD8LXCCVtHr/2NjEndetBikYc80sSPp/j+cINQ8zFiCyYq/ch2WmoDFP1LYJV
1FyCyua¥Y0xSaFcabTLXLv707xxSc6GSChynJdbIJu21MZSsK9ic0lswV+FjdrM10L
PBL7BBRQkKF5NmBiAdoeCL7LhBepwhehT3GNOMHeW]jIUglfreZ2+ggg3c7hiWVykCx
Y1LcV4bLgnuc2BrHv1jPP+Fgxav2ZClv2sS8G3aAk3edn/njeDfzf3a0vwId+gje
vYJBCgbK5HMMT86FevgesAEGYiF1RCV4ahInGrkVrgC714Pvehzqg30DDEuZopt’
M2dEzSb519xmCSA21YWyuE/5IsOWVQoar2MVHs0jcAzMgDBheV6dkoYgH50PfskM
Esa8l1G6/fwHPEYtNi/yxEiPEkgQIvDbywdw7oaacdkygseeBZSzgSqEj45BNxcs4
aPWmmzF£iaNA5d4Z+km3UQo0qyM6XNT4y9hpUYQJ9UGHOJjy1lHPoUOzc1MhQZ35d
NohtKSNIh0S3xAKASOI7phz5zhXri91piyVON3DSFLEYSASMTT/cTudvr+wnHyaf
/NyEOPGQOFbfgNKOM25ykx7QaiWcKJIJweQVid+YEBMdCui/GOUgiGA+FNNpuOWdYE
0BxSP70dwjhbgUTVt fgqgqih8CAWEAAQ==

X509v3 Extensions
Basic Constraints [criticall CA:TRUE, pathlen:0
Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9
Authority Information Access CA Issuers - URI:https://icn.amsn.mc/icn/acr.crt
Certificate Policies Policy: 2.16.492.1.1.1.1.6.1
CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl
Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier 51:62:BB:6E:3A:B8:97:63:0A:50:38:46:BC:0B:45:D3:6D:8B:F0:9F
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) e8d6e768411f21716997f00d2b253d2ca6d1b98d5732a6139abd21{4bc347fbc
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time September 20, 2022 07:00:00 Z

Service Information Extensions
Extension [ critical ] true

Additional Service Information
URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSeals

5.2.1.2 - Issuance of qualified electronic timestamp certificates

Qualification Element

Qualifier [ URI ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/QCNoQSCD
Qualifier [ URI ] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/QCForESeal
Criteria List [ assert ] all
Key Usage [ digitalSignature ] true
Policy Set
Identifier 2.16.492.1.1.1.1.6.4.10.2

Description Issuance of qualified electronic timestamp certificates



5.2.2 - Qualified Timestamp Token Service
5.2.2.1 - Generalities

Service Type Identifier  http://uri.etsi.org/TrstSvc/Svetype/TSA/QTST

Service Name

Name [ en ] AH MONACO -2.16.492.1.1.1.1.6.11.2
Name [ fr ] AH MONACO -2.16.492.1.1.1.1.6.11.2

Service Digital Identity

Digital Id X509 Certificate

Digital Id Details

Version 3

MIIGhTCCBG2gAwWIBAgIQU6aLYDM+gaC5qlnFsQGWWTANBgkghkiGO9w0OBAQSFADB3
MSgwJgYDVQQDDBIBQYBSQUNJITkUgUFJJITKNJUEFVVEUgREUgTUSOQUNPMRYWEFAYD
VQQOLDAOWMIA2IDIWQTAWMDAXMRCWEFQYDVQRhDASOVEJINQyO0yMEEWMDAWMTENMASG
AlUECgwWEQUITTJELMAkKkGA1UEBhMCTUMwWHhCNMjAWNZE2MTUOMz I SWhcNMzAwWNzZEQ
MTUOMzI5W)BkMRUWEWYDVQQODDAXBQYBURUNITk1RVUUXFEFJAUBgNVBAsSMDTAYMDY g
MjBBMDAWMDExFzAVBgNVBGEMDk5UUkIDLT IwQTAWMDAXMQOwCwWYDVQQKDARBTVNO
MQswCQYDVQQGEWJINQzCCAi IwDQYJKoZ IhvecNAQEBBQADGGI PADCCAGoCggIBAOLE
GUSO0sDUa+gxshcSuRr9jw/ClwglbR6/9jYxJI3XrQYpGHPNLE ] 6£4/nCDUPMXYgs
mKv3IdlpgAxT9S2I1ZRcgsrmmNMUmhXGuUyly7+908cUnOhkgocpyWyCbtpTGUrC
vYNNNbMEfhY3azJTi6QS+wQUUJIBeTZgYgHaHgi+y40XgcIXoU9xjTiB31loyFKpX6
3mdvoKgt304V1cpAsSWNS3FeGy4J7nNgax79Yzz/hasWr9mQpb9rEvBt2gJIN3ud/5
43g38392tL8CCfoI3r2IwQoGyuR5pk/OhXr6nrABBsohzUQleGoSIxg5Fad4Au9eD
730c6oN9AwxLmaKbezNnRMOm+dfcZgkgNpWFsrhP+SLD11UKGQ9jFR7NI3AMZz IAW
YX1enZKGIB+Tj37JDBLGVJIRUvV38BzxGLTYV8sSRIjxJKkCLw28sOMO6GmnHZMoLHNn
gWUs4EghI+0QTcXLOG] 1ppsxX4mjQOXeGEipJt1EKNKsjOlzU+MvYaVGECEVBhz1iY
8pRz6FNM3JTIUGA43TaIbSkjSIdEL8QCgEji06Yc+c4VedvdaYsldDdwOhS32EgL
DEO/3E7uL6/sJh8mn/zchDjxkNBW34DSjjNucpMe0GolnCicHkFYnfmBATHQrovx
j1KohgPhTTabt FnWBNAcUJj+9HcI4W4FE1bX6qoofAGQMBAAG]ggEeMIIBGjASBgNV
HRMBAf8ECDAGAQH/AGEAMB8GA1UdIWQYMBaAFJewfbb+S61VMM/ rO4d+DmY 6nD3p
MDsGCCsGAQUFBWEBBC8wWLTArBggrBgEFBQcwAOYfaHROCHM6OLy9pY24uYWlzbi5t
Yy9pY24vYWNyLmNydDAWBgNVHSAEDZzZANMASGCWCDbAEBAQEGATBEBgNVHRS8EWDBW
MCigJgAkhiJodHRwOi8vaWNuLmFtc24ubWMvaWNuL21jbjQwOTYuY3JsMCqgKKAm
hiRodHRwOi8vaWNulmlvbmFjby5mci9pY24vaWNuNDASNiS5])cmwwHQYDVROOBBYE
FFFiu246uJdjClA4RrwLRdANti/CEfMA4GA1UADWEB/wQEAWIBhjANBgkghkiGI9w0OB
AQsFAAOCAQEAA6WN1JIDvsWnxB4Uad 7TWRGYkmf8Z+1y0O0VngYKIRu/5/eAlgLeQTO
gcBNc67PFNVKNGWE SDWA+A61JWX] yE5EMAZUMFkRInYu9eefnxL97fzrA4S+XoQF
KzcROLC42na42mQkRfOVCRMtiJybzDOfVzL1lsgmonNTXvR1vPymHB6pF5vEOUTE7
27Srz+/ED3acsWXULt1tNTrX140ejaF2EK5N5ZvMaRd5DR+vwdxsb/£5e0pCHk+z
N2ja5gbx6Vzc8gDuzk5UiwAd9EVCZCcRIq6PRXWZWrge/mXwHTH7 /DXFwpIf+UUoM
eoOo+Cwur2Wad82KmuY0kgFz87K1MH4dQQg2Qe3XI10mWCO4tM1lbh3+jHsfnux97
ILplJEOFYgB2QvSwz 6AWg2tx3FjWsR1B6KaPeucEO2gn2v1+yC+FY810Xao/Seis
yoUjnniHvgCgkmNcc9y4xpS41dBf25891elvv/Rx9Q1gKM7YJFJga+kLcLPhSG9+
sMmWVZ2kgY1tvlyD2joPqGFJISIPRkuhmfXI/CIOhpHAcfYXPyahKyi/nusOnCOS
8LOIJK00sSBzYPbfb/mVSesOQALlG6kIJhfPcEFNuYZzNowyjFKmvyTv7LINXS/EKKy
MVzlbprvjOct53b4xBKg4ySGawCKjdxWkt9bdpIdPonliZgmJI4GRuxs=

Serial Number 53a68b60333e81a0b9ab59c5b1019659
Signature Algorithm  sha256WithRSAEncryption

Issuer

CN = AC RACINE PRINCIPAUTE DE MONACO
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001

O =AMSN
C=MC

Validity

Not Before July 16, 2020 15:43:29 GMT
Not After July 14, 2030 15:43:29 GMT

Subject

CN = AC TECHNIQUE
OU = 0206 20A00001
organizationldentifier = NTRMC-20A00001

O =AMSN
C=MC



Subject Public Key Info

Public Key Algorithm rsaEncryption
RSA Public-Key 4096 bits
PublicKey - BEGIN PUBLIC KEY---—-

MIICIjANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEAGUQZRI7TSWNRY 6rGyFxKS
Gv2PD8LXCCVtHr/2NjEndetBikYc80sSPp/j+cINQ8zFiCyYq/ch2WmoDFP1LYJV
1FyCyua¥Y0xSaFcabTLXLv707xxSc6GSChynJdbIJu21MZSsK9ic0lswV+FjdrM10L
PBL7BBRQkKF5NmBiAdoeCL7LhBepwhehT3GNOMHeW]jIUglfreZ2+ggg3c7hiWVykCx
Y1LcV4bLgnuc2BrHv1jPP+Fgxav2ZClv2sS8G3aAk3edn/njeDfzf3a0vwId+gje
vYJBCgbK5HMMT86FevgesAEGYiF1RCV4ahInGrkVrgC714Pvehzqg30DDEuZopt’
M2dEzSb519xmCSA21YWyuE/5IsOWVQoar2MVHs0jcAzMgDBheV6dkoYgH50PfskM
Esa8l1G6/fwHPEYtNi/yxEiPEkgQIvDbywdw7oaacdkygseeBZSzgSqEj45BNxcs4
aPWmmzF£iaNA5d4Z+km3UQo0qyM6XNT4y9hpUYQJ9UGHOJjy1lHPoUOzc1MhQZ35d
NohtKSNIh0S3xAKASOI7phz5zhXri91piyVON3DSFLEYSASMTT/cTudvr+wnHyaf
/NyEOPGQOFbfgNKOM25ykx7QaiWcKJIJweQVid+YEBMdCui/GOUgiGA+FNNpuOWdYE
0BxSP70dwjhbgUTVt fgqgqih8CAWEAAQ==

X509v3 Extensions
Basic Constraints [criticall CA:TRUE, pathlen:0
Authority Key Identifier 97:B0:7D:B6:FE:4B:A9:55:30:CF:EB:3B:87:7E:0E:66:3A:9C:3D:E9
Authority Information Access CA Issuers - URI:https://icn.amsn.mc/icn/acr.crt
Certificate Policies Policy: 2.16.492.1.1.1.1.6.1
CRL Distribution Points Full Name : URL:http://icn.amsn.mc/icn/icn4096.crl
Full Name : URI:http://icn.monaco.fr/icn/icn4096.crl
Subject Key Identifier 51:62:BB:6E:3A:B8:97:63:0A:50:38:46:BC:0B:45:D3:6D:8B:F0:9F
Key Usage [criticall Digital Signature, Certificate Sign, CRL Sign

Hash Certificate (sha256) e8d6e768411f21716997f00d2b253d2ca6d1b98d5732a6139abd21{4bc347fbc
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time September 20, 2022 07:00:00 Z
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